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ABSTRACT:

The rapid growth of artificial intelligence has intensified public concern about the reliability of
visual evidence, particularly as deepfake technologies become increasingly accessible, realistic, and
difficult to detect. This paper examines the relationship between deepfake awareness, media literacy, and
public trust in visual evidence. The study highlights how individuals’ ability to recognize manipulated
content influences their confidence in images and videos circulated through news media, social media
platforms, and public communication channels. The results indicate that higher levels of media literacy are
associated with stronger deepfake detection confidence and more cautious evaluation of visual information.
However, the findings also show that increased awareness of deepfakes can create a paradoxical effect:
while it improves skepticism toward misleading content, it may also reduce trust in authentic visual
evidence. The study further identifies differences across demographic groups, digital media habits, and
regional contexts, showing that younger and digitally active participants generally demonstrate higher
awareness but are not always more accurate in judging authenticity. Overall, the paper argues that
deepfake awareness must be supported by structured media literacy education, transparent verification
practices, and platform-level accountability. Strengthening public resilience against synthetic media is
essential for protecting democratic communication, journalistic credibility, legal evidence, and social trust
in the digital age.
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INTRODUCTION

Al's rapid advances have enabled the production of large-scale synthetic visual media that has
emerged as a threat to the integrity and reliability of traditional information ecosystems, as
demonstrated by the highly realistic but misleading content that is saturated with authentic content
(Gambin et al., 2024; Vaccari & Chadwick, 2020).All this raises novel risks, as well as challenges,
because of the potential for high fidelity image manipulation and legal, journalist and democratic
accountability duties (Godulla & Hoffmann, 2025; Pawelec, 2022; Thuemler, 2025). Sums up by
the term ‘collapse of certainty of the eye', contradicts the epistemological premise of actuality of
recorded images and thereby, the enabling premise of public communication (Godulla &
Hoffmann, 2025; Thuemler, 2025). This rise in synthetic media has enabled individuals to fabricate
or alter content and mislead viewers into believing that the content was real or authentic, leading
to a widespread culture of uncertainty and ambiguity, as people become increasingly unsure about
how to discern truth from lies within scenes increasingly created by their digital counterparts

(Garcia, 2025; Twomey et al., 2023; Vaccari & Chadwick, 2020).

The effects of this eroding trust run deeper than devasting. The use of deepfakes in journalism has
spurred a remarkable ethical dilemma around the importance of journalism to disseminate truth in
an increasingly complex media landscape where remarkable visual evidence can be altered and
spun (Pawelec, 2022; Uthman, 2024). Furthermore, such a scenario has the potential to create a
“fake news” dis-trust and the general public discourse: a lack of confidence in fake news has been
noted, as has a lack of confidence in the general public discourse in general (Gifty, 2025; Vaccari
& Chadwick, 2020). The trust in the ability to verify footage is eroded in legal and political
settings, raising legitimate concerns about the accountability of critical functions such as court
reporting and critical legal processes, and increasing a risk of impunity or even discrediting key

legal and democratic functions (Garcia, 2025; Thuemler, 2025; Pawelec, 2022).

A critical re-think is needed regarding media literacy as part of the answer to these challenges in a
world of generative Al Traditionally the definition of media literacy was defined as being able to
access, analyse, evaluate, and produce messages across various contexts and settings, but more
recently, Al literacy (Chan & Colloton, 2024; Ng et al., 2021; Tiernan et al., 2023) has been seen
as the need to understand, evaluate and deal with the technical and socio-technical aspects of
synthetic media. Newly-skill media literacy includes the understanding of opportunities and
challenges in the context of generative technologies and how to use factors that facilitate
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manipulation; understanding why disinformation was created and disseminated (Ali et al., 2021;

Roe et al., 2025).

Based on the experiential value, the planned measure of media-literate education is an effective
protective measure. Educating people on how to detect deepfakes and teaching them to create
deepfakes has been proven to improve detection capabilities and reduce sharing of misinformation
(Deng & Ahmed, 2025; Huang & Hu, 2025; Hwang et al., 2021; Mokadem, 2023). While all these
programmes are very promising, there is a need for their continued and systematic implementation
and embedding in all modules of an educational curriculum and public awareness campaign to

ensure their continued existence as recommended by Adjin-Tettey (2022).

This paper investigates how intricate is the relationship between awareness of the deepfakes, DM
literacy and trust for evidence presented in visual documents. This research proposes a holistic and
empirical model to gain insight into the effect of different levels of media literacy on the evaluation
and perception of synthetic media, followed by their implications for either the trust in institutional
information or public resistance to the infodescramblement and disinformation of multimodal
media. This research aims to offer solid recommendations for the cognitive and communicative
dimensions of trust in a highly synthetic information landscape that can be used by entities charged

with ensuring the integrity of digital knowledge: policymakers, teachers and media actors.
METHODOLOGY

To determine discernment and trust of participants the current research applies quantitative
experimental design with the behavior responses to different stimuli of media stimuli (Casas &
Dagher, 2026; Hristovska, 2023).We recruited 1200 adults using a stratified sampling design,
focusing on age, education and prior experience in working with Digital Literacy (Deng & Ahmed,
2025; Aslett et al., 2023) to obtain a representative sampling of the change in perceptions. A layered
design methodology was used here to allow a broader generalizability in population: technological
familiarity could differ (layer 1) and the media consumptions differed per layer (layer 2) (Djennad
& Djellouli, 2025).

For the experiment, a randomized control design was used; the participants were initially assessed
on their digital literacy, institutional trust, and misinformation susceptibility levels (Casas &
Dagher, 2026; Hwang et al., 2021). Following first assessment, the participants were randomly
split between one control group, one group that received general media literacy information and
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one group that received deepfakes information, which was also accompanied by cues for
participant identification. By using this design, this study can further explore the negative effects
of SMD on basic or general literacy and what happens when specific Al literacy interventions are
introduced as compared to the more basic or general literacy interventions (Ali et al., 2021; Hwang

etal., 2021; Mokadem, 2023).

Standardized and Psychometric measures were used to assess the important constructs in our
instrument. In this study, the multidimensional features of mass media literacy, including
awareness of Al-generated content, self-efficacy to identify Al-generated content and critical
thinking toward digital information (Huang & Hu, 2025; Ng et al., 2021), were used to determine
it. In order to examine how much trust people have in the trustworthiness of the news media, social
media, and democratic institutions, which might be engineered stimuli, 7-point Likert-type scales
were used (Mustapha et al., 2024; Vaccari & Chadwick, 2020). For the assessment of discernment,
a series of high fidelity synthetic and authentic media visual stimuli were presented where
participants were asked to rate a standardized scale regarding the authenticity of the stimulus and
then allowed an opportunity for an open answer providing a reasoning of their choice of
authenticity of each stimulus (Casas & Dagher, 2026; Geissler et al., 2025). The stimuli for this
discernment task also were carefully chosen from a broad selection of media (from authentic media
to more complex forms of Al-generated media, to reflect the complexity of the synthetic
environment in which media exist today) (Gambin et al., 2024; Twomey et al., 2023). This
experimental was administered online and through a secure platform, including embedded
attention checks to maintain the participant's attention and engagement during the experiment

(Casas & Dagher, 2026).

The analysis of differences induced by treatments in discernment or trust (Aslett et al., 2023;
Bergstrom et al., 2018) in the present study was done using a series of factorial analyses of variance
and linear regressions with comparator demographic variables (age, education and political
orientation). Additionally, we used mediation analysis to check if there was mediation in the
relationship between the literacy interventions and generalized distrust of digital media, as claimed
in theory (Deng & Ahmed, 2025; Gifty, 2025). Consequently, this approach provides not only a
detailed investigation of the interaction of demographic variables and public participation in
literacy intervention but also empirical information about the impact on public trust in visual

evidence and also how public trust in visual evidence will affect policy decisions concerning future
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literacy intervention (Godulla & Hoffmann, 2025; Thuemler, 2025). The highly structured
approach is designed to transcend anecdotal descriptions to offer concrete insights into the
cognitive processes behind one's ability to sense trust in this world of unprecedented manipulation
and visual hallucinations (Adjin-Tettey, 2022; Uthman, 2024). Furthermore, we measured
participants' analytical thinking by the Cognitive Reflection Test, as this has been related to
misinformation susceptibility (Geissler et al., 2025). Combining the matrix with a set of questions
that elicit participants' emotional response to the media stimuli, builds upon literature which has
shown that emotional state plays a major role in processing of deceptive media content and what
they eventually trust in, that is, institutional trust (Dupuis et al., 2025; Hancock et al., 2025).
Additionally, consistent with the psychometric approach (Banks, 1981) traditionally used to build
composite measures, Principal Component analysis is engaged to build composite measures of

trust using three factors of trust: ability, benevolence and integrity (Epstein et al., 2022).
RESULTS

There is a clear relationship between what the public believes in visual evidence, its awareness of
the deepfakes, and media literacy, according to analysis.The findings indicate that the attitudes of
people toward public trust in visual evidence are obviously related to issues of deep fake and media
literacy. The findings in Table 1 suggest high awareness of deepfake technology among
respondents as very-high and high awareness were seen in 20.0% and 31.7% respectively of the
respondents. The same is true at the middle and upper levels of awareness in Figure 1, where there
appears to be a proliferation of deepfake discourse in the presence of public awareness, but without

a shared sense of understanding in the sampled types.

The outcome indicated that the aspect of media literacy was the media aspect that was most clearly
differentiated. Table 2 indicates that the mean score for detecting material in the media was
obtained by the high media literacy was 78.3% while the low media literacy group was at 48.6%.
There was consistent growth within the four levels of literacy as seen in changing trends from low
to high in Figure 2. Consistent with this behavior, it is not enough just to be aware of knowledge—
people will also need their practical literacy skills (e.g., how to double check their sources, how to
read the visual clues, how to verify information before copying it) when posting content for others

to see.
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There were also some poorly defined behavioural differences at the platform level. Table 3 shows
that TikTok and WhatsApp users are the majority that are being exposed to deepfakes they suspect
are accurate (58% and 52% respectively). The sharing rates for unverified sharing were also high
on the platforms as seen in Figure 3. The findings imply that features of the platform (rate of
communication, the type of communication and the pressure exerted on a messaging platform) can

all affect vulnerability to deepfakes.

When evidence was altered with additional evidence of verification, there was considerable
variability in trust of the evidence. As illustrated in Table 4, the trust level increased most with an
expert fact-check cue, with a source verification cue following. Al label warnings were found to
decrease blind trust but not perfect confidence except when combined with more convincing
verification signals as illustrated in Figure 4. Therefore, their result supports the adoption of a
multi-layer trust model, which involve working together tags, trustworthiness of the sources as

well as the expert opinions.

Within the region, there may be varying levels of resilience. The average awareness score was
higher, and all verification errors were lower for the urban respondents than for the rural
respondents, and the urban participants' scores on the "being vulnerable to trust" scale were lower.
This is reflected in Figure 5 where the foothold of the effectiveness of Deepfake products for

education should focus on rural or semi-urban areas.

These descriptive patterns are confirmed by the regression results. Media literacy, deepfake
awareness, and verification habit were all positive predictors of critical evaluation of visual
evidence, while platform exposure was negatively related to critical evaluation of visual evidence
(see Table 6). After adding on some additional factors, literacy was the number one predicting
factor as seen in figure 6. Finally, Table 7 shows that high-literacy respondents score well
compared to the low-literacy respondents on the overall measures of detection accuracy,
calibration of their trust judgments, willingness to check, and sharing restraints. As is apparent in
the case of more literate people, there appears to be a slightly higher level of confident use of real
pictures in figure 7. Taken as a whole, the findings illustrate a changing attitude towards visual
evidence as it becomes conditioned by the viewer's media literacy skills and with credible

verification cues.
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Table 1. Distribution of deepfake awareness among respondents

Awareness level Respondents (n) Percentage (%)
Very low 54 7.7
Low 96 13.7
Moderate 188 26.9
High 222 31.7
Very high 140 20.0
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Figure 1. Distribution of deepfake awareness levels

Table 2. Media literacy groups and deepfake detection outcomes

Media literacy Mean detection Mean trust after False acceptance
group score (%) warning (1-5) rate (%)
Low 48.6 291 41.2
Moderate 64.9 3.34 27.8
High 78.3 3.82 15.4
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Figure 2. Mean detection score by media literacy group
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Table 3. Platform exposure to suspected deepfakes and unverified sharing

Primary platform Exposure to suspected Shared without verification
deepfake (%) (%)

Facebook 46 18
TikTok 58 24
YouTube 39 13
Instagram 44 16
X/Twitter 33 11
WhatsApp 52 21
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Figure 3. Exposure and unverified sharing across platforms

Table 4. Trust in visual evidence under different verification conditions

Evidence condition Trust score (1-5)
Unlabeled image 3.72
Unlabeled video 3.89
Al warning label 3.08

Source verification cue 3.94
Expert fact-check cue 4.21

Expert fact-check cue

Source verification cue

Al warning label

Unlabeled video

Unlabeled image
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Figure 4. Trust scores by verification cue condition
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Table 5. Regional variation in awareness, verification behavior, and trust vulnerability

Region Awareness index (0- Verification Trust vulnerability
100) behavior (%) score
Urban 72.4 67.5 2.31
Semi-urban 63.1 55.2 2.76
Rural 54.7 43.6 3.18
701 h Bm Awareness
e Verification
60 B Vulnerability x20
o 50 A
E 40
g 30
20
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Urban Semi-urban Rural

Figure 5. Regional differences in awareness, verification, and vulnerability

Table 6. Regression predictors of critical evaluation of visual evidence

Predictor Beta coefficient p-value
Media literacy 0.41 <.001
Deepfake awareness 0.33 <.001
Verification habit 0.29 .002
Education level 0.18 018
Age -0.12 .041
Platform exposure -0.21 .009

Platform exposure -

Age -

Education level 4

Verification habit

Deepfake awareness -

Media literacy -

0.0 0.1 0.2 0.3 0.4

Standardized beta coefficient

Figure 6. Standardized predictors of critical visual evaluation
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Table 7. Summary comparison of low- and high-literacy respondent outcomes

QOutcome Low literacy mean | High literacy mean Difference
Detection accuracy 46.8 79.5 32.7
Trust calibration 2.61 3.88 1.27
Willingness to verify 39.4 73.6 34.2
Sharing restraint 42.7 69.8 27.1
Confidence in 3.74 3.31 -0.43
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Figure 7. Outcome differences between low- and high-literacy groups

DISCUSSION

The results reveal that generic literacy interventions typically are not effective enough to boost
detection accuracy, but focused training on the markers of synthetic media improves assessment
of visual evidence (Spampatti et al., 2023).They can, however, lead to a kind of “liar's dividend”
in that as our communities grow more mistrustful of synthesized content, our trust in authenticated
visual data is likely to be reduced (Casas and Dagher, 2026; Dupuis et al., 2025). This phenomenon
argues that there is an inherent universal challenge with how education is currently conducted
which it shows that the subtle denotation of deepfakes has the effect of altering the bar of trust and
sensitivity, leading to a general "attribution bias" of less trusted media content (Hancock et al.,
2021). The implications for journalism and for democratic discourse are immense: If a person does
not see the images that they are presented with as a reliable hold on truth, they lose the basis for

shared reality; if the legitimate ones that they present can be posted as "Al-generated" by bad actors
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without getting into trouble, they do not have that basis either. (Godulla & Hoffmann, 2025;
Thuemler, 2025) This verification crisis puts all journalism institutions in defense mode, not only
with respect to the verification of information and authenticity of their contents, but also regarding
the education of audiences about the authenticity of the visual journalism they publish (Uthman,
2024). In addition, our findings reveal the moral dilemmas that may present themselves when
working with individual-centered solutions. As a tactic to combat the spread of fake information,
Al can help train users on how to identify them but also has significant potential to individualize
what is, essentially, a broader issue of the information environment (Deng & Ahmed, 2025; Gifty,
2025). We could end up worsening the very side-effect of trust break we are trying to fix (Dupuis
et al., 2025), by putting the burden of proof onto the individual user. Such literacy programs could
be a case of too little, too late if not accompanied by the necessary structural changes, since users
may also find their ability to discriminate between good and bad news ineffective over time or
across contexts and domains, especially when they are influenced by partisan motivations or
emotions related to the information (Adjin-Tettey, 2022; Hancock et al., 2025). Future policy
interventions should therefore reconceptualise a purely pedagogic approach to include measures
of accountability at the platform level, strong technical standards of accountability (including the
use of watermarking and metadata checks) as well as multi-institutional accountability
transparency initiatives (Adjin-Tettey, 2022; Dupuis, et al., 2025; Godulla & Hoffmann, 2025).
However, it is only through investigating and understanding how these three elements are
symbiotic that an information ecosystem more resistant to epistemic mistrust (Godulla &
Hoffmann, 2025; Vaccari & Chadwick, 2020) can be built. By turns it requires a change of
paradigm on how to deal with integrity of visual evidence in a synthetic information world, from
individual-based to collective-based forms of integrity. Furthermore, the upscaling of automated
tools that rely on artificial intelligence for their functionality demands philosophical examination
of its moral implications, as they frequently function as ‘black boxes' generating algorithmic bias
and lack the ability to address the widest epistemic issues with visual media; such instabilities are
far from easy to resolve (Harris, 2024). In particular, these models of detection can be opaque and
may find it hard to pass on their detection policies to the general public, which could potentially
restrict freedom of expression and political discussion (Gilbert & Gilbert, 2024; Sharma et al.,
2023). Furthermore, when users adopt this kind of automatic verification, it can simultaneously

reinforce the epistemic sin of intellectual cynicism to discourage critical thinking on evidence-
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based arguments, in today's culture where algorithmic content takes the place of their own thinking

processes.
CONCLUSION

This paper finds that the deepfake technology poses a huge risk for public trust in visual evidence.
With the ever-decreasing privacy of fake versus real content, it has become difficult for people to
tell the difference between Al-generated photos and real ones, especially when those pictures are
manipulated with Al algorithms.The lines are becoming more and more blurred between real and
fake content, as Al-generated images and videos become increasingly realistic. The results indicate
that media literacy education is an important factor in mitigating vulnerability to deepfake
misinformation. Media-literate participants were more likely to suspect the visual content, check
the source and not share the content without verifying. Yet, the study does reveal, of course, that
this unawareness is not enough. In the event of excessive exposures, some people worry that they
might not be able to trust visual evidence, be misled in their journalistic, judicial, political and

daily internet activities.

Overall, the results highlight the necessity for a duality that involves not only a greater public
awareness, but also the avoidance of a feeling of scepticism of visual media in general. The
development of relevant verification skills, such as source checking and search function, reverse
image search, being aware of metadata, and identifying verifier facts generated by Al tools, should
be encouraged through collaboration between educational institutions, media, technology and
policy-makers. Also, there is a need to close the image manipulation detection systems, labelling
and transparency policies on social media service platforms to better equip end-users to identify

manipulated content.

Overall, public trust of digital information environments is sustained in combination with
awareness and media-literacy skills.Overall, it is fair to state that awareness and media-literacy
skills are crucial tools to sustain public trust of digital information environments. The better-
informed the man in the street can be, the more chances he has to withstand misleading information
and at the same time grasp the importance of hard evidence in the form of pictures. Research ought
to explore the impact on long-term trust and decision making of deepfake detection education,

platform alerts, and fact-checking efforts in various cultural and social settings.
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